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Abstract—Sensor networks are prone to congestion due to
bursty and high-bandwidth data traffic, combined with wireless
links and many-to-one data routing to a sink. Delayed and
dropped packets then degrade the performance of the sensing
application. In this paper, we investigate the value of separate
handling of sensor control and data traffic, during times of
congestion, in a closed-loop sensor network. We first show that
prioritizing sensor control traffic over data traffic decreases the
round-trip control-loop delay, and consequently increases the
quantity and quality of the data collected by the sensor network.
We then ground our analysis in a closed-loop meteorological
sensor network, focusing on a storm-tracking application running
over a network of X-band radars. Our application measures
reflectivity (a measure of the number of scatterers in a unit
volume of atmosphere known as a voxel) and tracks storms (i.e.,
regions of high reflectivity) using a Kalman filter. Considering
data quantity, we show that prioritizing sensor control traffic
increases the number of voxels, V , that can be scanned given a
constant number of reflectivity samples, Nc, obtained per voxel.
Here, utility increases linearly with the number of scanned voxels.
Considering data quality, we show that prioritizing sensor control
traffic increases the number of reflectivity samples, N , that can
be obtained per voxel given a constant number of voxels, Vc, to
scan. Here, since sensing accuracy improves only as a function of√

N , the gain in accuracy for the reflectivity estimate per voxel
as N increases is relatively small except when prioritizing sensor
control increases N significantly (such as when sensor control
packets suffer severe delays). Because accuracy also degrades
as a function of

√
N , however, and because prioritizing sensor

control traffic reduces the number of control packets dropped,
data degradation is mitigated. Considering the performance of
the tracking application, we then show that during times of severe
congestion, not prioritizing sensor control can actually lead to
tracking errors accumulating over time.

I. INTRODUCTION

Sensor networks are prone to congestion due to bursty
and high-bandwidth data traffic, combined with wireless links
and many-to-one data routing to a sink [1], [2]. Delayed
and dropped packets then degrade the performance of the
sensing application. In a closed-loop sensor network (i.e., a
sensor network where sensors send data to a control center
and sensor controls flow back to the sensors), the sensed
data transmitted through the network may have considerable
redundancy in both time and space making application per-
formance somewhat insensitive to data packet loss and delay.
Conversely, performance is typically much more sensitive to
loss or delay of sensor control packets, since these packets
carry the application’s sensor commands generated in response

to received data. Consequently, there are potential advantages
to separate handling of sensor control and data traffic.

In this paper, we investigate the value of separate handling
of sensor control and data traffic, during times of congestion,
in a closed-loop sensor network. We first show that prioritizing
sensor control traffic over data traffic decreases the round-trip
control-loop delay, and consequently increases the quantity
and quality of the data collected by the sensor network. We
then ground our analysis in a closed-loop meteorological sen-
sor network [3]–[5], focusing on a storm-tracking application
running over a network of X-band radars. The storm-tracking
application measures reflectivity in the atmosphere and tracks
storms (i.e., regions of high reflectivity) using a Kalman filter
as in [6]; reflectivity is a measure of the number of scatterers in
a unit volume of atmosphere known as a voxel. The reflectivity
data are transmitted from the radars over a shared wireline [3],
[4] or wireless [5] network to a control center that periodically
generates radar targeting (sensor control) commands based on
features detected in the data.

To evaluate the utility of separate handling of sensor control
and data traffic in our storm-tracking application, we compare
the performance of aggregate FIFO for both sensor control
and radar data packets with that of priority forwarding of
sensor control packets. Considering data quantity, we show
that prioritizing sensor control traffic increases the number
of voxels, V , that can be scanned given a constant number
of reflectivity samples, Nc, obtained per voxel. Here, utility
increases linearly with the number of scanned voxels. Con-
sidering data quality, we show that prioritizing sensor control
traffic increases the number of reflectivity samples, N , that can
be obtained per voxel given a constant number of voxels, Vc, to
scan. Here, since sensing accuracy improves only as a function
of

√
N , the gain in accuracy for the reflectivity estimate

per voxel as N increases is relatively small except when
prioritizing sensor control increases N significantly (such as
when sensor control packets suffer severe delays). Because
accuracy also degrades as a function of

√
N , however, and

because prioritizing sensor control traffic reduces the number
of control packets dropped (so sensors execute “correct” rather
than default sensor controls), data degradation is mitigated.
Considering the performance of the tracking application, we
show that during times of severe congestion, not prioritizing
sensor control traffic over data traffic can actually lead to
tracking errors accumulating over time.
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In one sense, our results mirror those in [7] regarding differ-
ential traffic handling and network-based (rather than sensor-
application-based) performance metrics: “that performance is
generally satisfactory in a classical best effort network as long
as link load is not too close to 100%,” and that “there appears
little scope for service differentiation beyond the two broad
categories of ‘good enough’ and ‘too bad.’” However, unlike
some other network applications, the sensing application can
still perform well during times of severe congestion, when
sensor control packets are given priority, because (i) sensor
controls are not dropped, so sensors execute “correct” rather
than default sensor controls, and (ii) sensing accuracy both
improves and degrades slowly in the number of sensed data
samples obtained.

While previous work [8]–[12] focuses on prioritizing net-
work control packets, our focus here is on prioritizing sensor
control packets. Whereas network control affects what data
are transmitted and at what rate, sensor control additionally
affects what data are actually sensed and thus available to
be transmitted. Consider object tracking and suppose that
the sensor controller incorrectly asks to sense data from one
location in the environment when the object is at a different lo-
cation. The data that should have been collected from sensing
the different location cannot be collected retroactively, as the
environmental conditions may have changed (i.e., the object
may have moved) during the time that the incorrect location
was sensed. Thus, in a closed-loop sensor network, the issue is
not just that data may be received late, but that the opportunity
to ever sense some data may be missed completely. Other work
in sensor networks has considered service differentiation [13]–
[15], including during times of congestion [16], but does not
specifically look at the effects of prioritizing sensor control
nor consider closed-loop sensor networks.

The remainder of this paper is structured as follows. In
Section II, we overview related work. In Section III, we
discuss general characteristics of a closed-loop sensor network.
In Section IV, we describe our meteorological sensing appli-
cation. In Section V, we present simulation results comparing
the performance of FIFO with that of priority forwarding of
sensor control packets. Section VI concludes this paper.

II. RELATED WORK

The notion of separate handling of control and data packets
in a network has a long history. The SS7 signaling system
[8] that carries control packets in telephone networks is a
packet-switched control network that is physically separate
from the circuit-switched network carrying voice traffic. In
ATM networks, Q2931 signaling packets for virtual circuit
management are carried over connections that are logically
separated from data traffic [9]. For IP networks, it is possible
for operators to configure routers to provide prioritized service
for “control” protocols such as BGP or SNMP. In wireless
networks, [12] advocates for a separate control channel for
controlling access to a shared medium. Proposals for priority
handling of TCP acknowledgments [10], [11] can also be
considered as providing a different level of service to control

packets (ACKs) than data packets. While this previous work
focuses on prioritizing network control packets, our focus here
is on prioritizing sensor control packets.

Other work, in sensor networks, has considered service
differentiation for different classes of traffic. [13] assigns
priority levels to packets, forwarding higher-priority packets
more frequently over more paths to achieve higher probability
of delivery. [14] allocates rates to flows based on the class
of traffic being sent and the estimated load on the network.
[15] considers bandwidth reservation for high-priority flows
in wireless sensor networks. [16] proposes congestion-aware
routing in sensor networks, providing differential service to
high priority data traffic versus low-priority data traffic in
congested areas of the network. None of these approaches,
however, considers the effects of prioritizing only sensor
control in a closed-loop sensor network.

Control theory considers the effects of a network within
the control loop in the field of “Networked Control Sys-
tems” [17]. As in a closed-loop sensor network, data and
sensor control are sent over a network. Unlike in a closed-
loop sensor network, however, the sensor control and data
packets in a Networked Control System are constrained to be
the feedback (sensor control) and measurements (data) of a
classical control system. Consequently, the ratio of data to
control is much smaller than that of a closed-loop sensor
network such as our radar network [3], [4]. Since any data
packet (i.e., measurement) in a Networked Control System
may now be as important as any sensor control packet (i.e.,
feedback), it is not necessarily beneficial to always give higher
priority to sensor control. Instead, packets are scheduled to
optimize expected performance using the control equations,
for instance by incorporating the error incurred due to network
delays directly into the control equations [18], or by optimally
dropping selected data measurements during times of overload
by analyzing the effect of the resulting missing measurements
on the control equations [19]. Networked Control Systems can
thus be considered a specific sub-class of the more general
closed-loop sensor networks we consider in this work.

III. CLOSED-LOOP SENSOR NETWORKS

A generic closed-loop sensor network is shown in Figure 1:
data are streamed from sensors to a control center, while
sensor commands flow from the control center back to the
sensors. The control center closes the system’s main control
loop by ingesting data, computing statistics from the data, and
selecting each sensor’s future data collection strategy based
on the statistics. As shown in Figure 2, a closed-loop sensor
network periodically computes a new sensor control. At the
start of the kth update interval, tk, the control center issues a
command to the sensor specifying how to collect data. After a
delay of βk, the command is received at the sensor. The sensor
then begins transmitting back measured data; αk is the delay
of data from the sensor to the control center before the kth
control update interval. After time Δ, the sense-and-response
cycle then repeats. We assume that the duration, Δ, of each



Fig. 1. A closed-loop sensor network.

control update interval is fixed, but that the length of Δ could
also depend on time or another metric.

From Figure 2, the sensor control computed at time tk is
based on data that the sensor sent by time tk −αk. The sensor
control is then applied at the sensor at time ck = tk+βk. When
computing sensor control ck+1, we assume that it is preferable
to use only the most recent data, obtained with sensor control
ck. Thus, while data obtained under sensor control ck−1 could
continue to be transmitted by the radars during time dk−1 to
time ck, and could additionally be used to compute sensor
control ck+1, this data is now out-of-date, and we assume that
it is not transmitted. While not considered here, such out-of-
date data could also be sent as low priority background traffic.

Suppose now that packets are delayed: then the αk and βk

delays will increase and the total amount of data from control
ck received by time tk+1 at the control center will decrease.
Since the ratio of data to sensor control traffic is large, it
should be possible to provide significantly better performance
to sensor control traffic (e.g., lower end-to-end delays and
lower loss) with only a minimal performance degradation of
the data traffic, as illustrated in Figure 2(b) and in keeping with
queueing theoretic conservation laws [20]. This then decreases
the “round trip” delay for the control loop - the summed delay
of sensed data from a sensor to the control center and the delay
of sensor control packets back to the sensor. Lower round-
trip delays enable the control center to examine more data
before making a control decision, resulting in more accurate
estimates of the sensed quantity of interest, which should
then give better application-level performance. Consequently,
prioritizing sensor control in a closed-loop sensor network
should give both more data and better quality data. We explore
these two benefits in more detail below.

A. More Data

One use of the additional data obtained by prioritizing
sensor control is to allow sensing of more environmental
locations. In a meteorological sensing network, sensing more
environmental locations translates to the radar sensing more
voxels. Equivalently, in a camera network [21] comprised of
pan-tilt-zoom cameras, sensing more environmental locations
translates to the camera collecting images from more different
locations in the environment. In both the radar and camera
networks, this additional data increases the probability that an
object of interest (storm, person, car, etc.) is detected. From
p. 35 of [22] “the data processing inequality can be used to
show that no clever manipulation of the data can improve the

(a) αk ≈ βk

(b) αk > βk

Fig. 2. Timing of the control loop when (a) αk ≈ βk and (b) αk > βk .

inferences that can be made from the data.” Consequently, we
expect the utility gain from additional data to be at most a
linear function of the amount of additional data obtained.

To quantify the amount of additional data obtained when
prioritizing sensor control, consider the effect of the length of
the control update interval Δ. For FIFO scheduling, data are
collected during a time interval of length Δ−αk−βk, while for
priority scheduling, data are collected during a time interval
of at most length Δ − αk. Consequently, priority scheduling
has a percentage gain of at most βk/(Δ−αk −βk) more time
over FIFO. As Δ decreases, the percentage gains from priority
scheduling thus increase. As Δ increases, although the total
amount of data that is collected will increase, the gains from
priority scheduling will decrease.

B. Better Quality Data

Another use of the additional data obtained by prioritizing
sensor control is to improve data quality. In a meteoro-
logical sensing network, more data samples from the same
environmental location translates to more reflectivity samples
per voxel, thereby decreasing the standard deviation of the
reflectivity estimate for the voxel, see Section IV-B. Equiva-
lently, in an acoustic sensor network, more signals from the
same environmental location can be used to perform signal
averaging to reduce noise [23], while in a camera sensor
network, more images from the same environmental location
can be used to perform image averaging to reduce noise [24].

To quantify the gain in data quality when prioritizing sensor
control, consider the number of i.i.d. data samples X1, . . . , Xn

collected during time t = Δ − αk − βk. Increasing t lin-
early increases the number of samples n collected. Suppose,
however, that we use those samples to compute an unbiased
estimator W (X) of some parameter θ (such as reflectivity
or temperature). The Cramer-Rao bound [25] says that the
standard deviation of W (X) from θ, SDθ(W (X)), can be
lower bounded as follows,

SDθ(W (X)) ≥ 1√
n I (1)



where I is the Fisher information, representing the information
a sample contains about the estimator W (X). As SDθ(W (X))
decreases only at the rate of 1/

√
n, sensing accuracy improves

slowly in the number of sensed data values obtained. For our
meteorological radar network (and for acoustic [23] and cam-
era [24] sensor networks), the reflectivity (or noise) standard
deviation when averaging over n i.i.d data samples decreases
as a function of

√
n.

Even during times of packet loss, not just packet delays,
prioritizing sensor control improves data quality. Consider an
overloaded network in which packets may be dropped. Since
prioritizing sensor control limits the number of sensor control
packets dropped, suppose that only data packets are dropped.
As the number of i.i.d. data samples, n, decreases, the standard
deviation of any estimator increases only at the rate of 1/

√
n.

Thus, sensing accuracy both improves and degrades slowly
in the number of data samples. Additionally, because sensor
control packets are not dropped, sensors are able to execute the
“correct” sensor controls (instead of executing a default control
such as having a radar scan 360◦ or a camera take low-quality
images of all environment locations), thereby obtaining even
better quality data, Consequently, the sensing application may
still perform well during times of network overload, if data
packets, but not sensor control packets, are dropped.

IV. METEOROLOGICAL APPLICATION

In this section, we describe the networked meteorological
remote sensing application we use to illustrate and quantita-
tively explore the effect of prioritizing sensor control on data
quantity and quality, and on application-level performance.
As in Figure 1, remote X-band radars transmit measured
reflectivity values to a control center. The Meteorological
Command and Control (MC&C) [4] component at this control
center identifies meteorological features from the radar data,
reports the features to end-users, and determines each radar’s
future scan strategy (i.e., the volume of the atmosphere to be
scanned by each radar). A 4-node system has been developed
and deployed in southwestern Oklahoma as part of the CASA
project [26]. As in Figure 2, the system operates on a Δ=30-
second control update interval. We now describe our network
and radar meteorology models, and the storm-tracking appli-
cation running over the network.

A. Network Model

In this section, we describe how we model the effect of
prioritizing sensor control on the data delay, αk, and sensor
control delay, βk, during congestion, as well as how we
model packet drops. To model packet delays, we assume a
wireless network where data is sent from radars (sources) to
a control center (the sink), and sensor control commands are
sent back to the radars from the control center. We analyze
the packet delays incurred at a bottleneck link, assuming other
network delays are small enough to be ignored. In a wireless
sensor network, the bottleneck link might be the last hop node
before the sink. We consider two scheduling mechanisms: (1)
aggregate FIFO service of sensor control and data packets

λc(ontrol)

λo(ther)

μ
λd(ata)

(a)

λ1 λ2

r

r

1 2

2

1

(b)

Fig. 3. (a) Model of the bottleneck queue in the network. (b) The 2-state
Markov modulated Poisson process used to model the “other” traffic.

and (2) nonpreemptive priority forwarding of sensor control
packets. For instance, when using 802.11, priority forwarding
over the wireless links could be done as in [27] by assigning
queuing, waiting, and back-off times based on priority level.

Figure 3(a) shows our queue model of the bottleneck link.
We group traffic contending for the bottleneck queue into three
flows: sensor control traffic destined for some node r, data
traffic generated by node r, and other traffic including data
and sensor control traffic either generated by or destined for
nodes other than node r. Although data and sensor control
packets might always travel in opposite directions in a sensor
network, due to the wireless links, data and sensor control
packets will still compete against each other for access to the
wireless link; consequently, we model the bottleneck link as a
single queue. For wired links, data and sensor control packets
may end up in the same outgoing queue when there are, e.g.,
(i) multiple control centers, (ii) multiple sensor applications
using the same network, or (iii) asymmetric routing.

Since data and sensor control are generated at deterministic
intervals in the CASA network, we assume that sensor control
and data packets have deterministic arrivals with rates λc and
λd respectively. “Other” packets arrive according to a two-state
Markov-modulated poisson process, see Figure 3(b), where
packets arrive on average at rate λo; in state 1 packets arrive
at rate λ1, in state 2 packets arrive at rate λ2, and transitions
from states 1 to 2 and from states 2 to 1 occur at rates r1

and r2 respectively. To vary the burstiness, as measured using
the index of dispersion, see [28], we vary the values of λ1

and λ2 while keeping λo constant. Finally, we assume that
the packet service time is exponentially distributed with rate
μ. To compute the delays through the bottleneck queue, we
use the ns-2 simulator [29], see Section V.

To model packet drops, e.g., due to overload, we compare
the worst-case and best-case scenarios. For the worst-case
scenario, we assume that all sensor control packets are dropped
and that the default sensor control must be used. For the best
case scenario, we assume that no sensor control packets are
dropped and that the scan strategy specified by the sensor
controls always collect data that is optimal for the application
performance metrics defined in the next section.

B. Radar Meteorology Model

In this section, we describe the radar meteorology model
we use to evaluate the effect of prioritizing sensor control
on application performance. A radar operates by sending out
pulses at a given rate as it sweeps through the sector it is



scanning. For a given time duration, the smaller the sector
scanned, to some minimum sector size, the better the estimated
reflectivity values, since the radar can send more pulses per
volume of atmosphere, see [30]. Meteorological algorithms use
reflectivity values to identify, e.g., storms and tornados. We
now describe the application performance metrics of interest.

1) Number of Voxels Scanned: Suppose that the number
of pulses, Nc, transmitted per voxel is fixed, where a voxel
is a unit volume of atmosphere. Then the simplest metric of
interest is the number of voxels, V , that can be scanned during
time Δ − αk − βk, given by,

V =
(Δ − αk − βk)fp

Nc
(2)

where fp = 3 kHz is the pulse repetition frequency. We ignore
here how the voxels are distributed to form a sector scan. As
Δ − αk − βk increases, the number of voxels V that can be
scanned, each with Nc pulses, increases linearly.

2) Reflectivity Standard Deviation: We now relax the as-
sumption that the number of pulses transmitted per voxel is
constant. We focus here on the quality of the reflectivity metric
estimated from the data. The number of pulses, N , transmitted
per voxel given a constant number of voxels, Vc, and during
a time interval of length Δ − αk − βk is [30],

N =
(Δ − αk − βk) fp

Vc
(3)

where fp = 3 kHz is the pulse repetition frequency, Vc =
δθ δφ
θ φ , δθ is the size of the sector scanned in degrees, see

Figure 4, θ = 1.8◦ is the antenna beamwidth, δφ = 12◦ is
the elevation height, and φ = 2◦ is the elevation step (i.e.,
the increase in elevation after a horizontal scan). Following
Equation 3, as the sector size δθ decreases, more pulses can
be transmitted per voxel.

Each pulse transmitted per voxel returns an estimate of the
reflectivity for that voxel. Reflectivity is a measure of the
number of scatterers in a volume of atmosphere. Averaging
over more samples increases the confidence in the estimated
reflectivity value. Given N samples for a voxel, the reflectivity
standard deviation, σ̂r, for the voxel is [30]:

σ̂r = 1 +

√√√√ 1
N

((
1 +

1
Sn

)2

+
(

1
Sn

)2
)

(4)

where Sn is the signal to noise ratio and has a typical value of
10dB. Computing σr = 10log10(σ̂r), we obtain the reflectivity
standard deviation in decibels (dB). While increasing Δ−αk−
βk linearly increases the number of samples N collected, the
standard deviation of the estimated reflectivity value of the
voxel decreases only at the rate of 1/

√
N , exemplifying the

Cramer-Rao result seen in Section IV.
3) Root mean-squared error (RMSE) when tracking a

storm: Both the number of voxels scanned and the reflectivity
standard deviation evaluate system performance only within
a single control update interval, Δ. To capture whether per-
interval gains accumulate across multiple intervals, we look to

Side view 
of radar

Top view of 
radar footprintVoxel

δθ

δΦ
Ground

Fig. 4. Radar definitions.

simulations tracking a storm (i.e., a region of high reflectivity).
We first discuss how we convert the standard deviation of
reflectivity to the standard deviation of the location of peak
reflectivity (i.e., the location of the storm centroid). We then
describe how the standard deviation of the location of the
storm centroid affects the RMSE when tracking the centroid.

The reflectivity standard deviation, σr, depends, through N
in Equation (3), on the scan sector size, δθ, and the time
spent scanning the sector, Δ − αk − βk. An increase in σr

should translate into an increase in the standard deviation of
the location of the peak reflectivity, σz . As there are many
algorithms for detecting peak reflectivity, and the uncertainty
associated with the location depends on the algorithm, we
adopt a simple approach here and set the value of σz along a
radial from the radar as,

σz =
σrDr

30dB
(5)

where Dr is the distance of the object from the radar and 30dB
is a mid-range reflectivity value. This assumes that uncertainty
in the reflectivity estimate translates into an equivalent amount
of uncertainty in the location of peak reflectivity.

We use the standard deviation in the location of peak
reflectivity in the covariance matrix of the Kalman filter used
to track storms, described in the next section. For meteoro-
logical algorithms, it is not sufficient to scan only the storm
centroid. Instead, reflectivity data from the surrounding area
(i.e., the entire storm cell) is also needed [4]. Hence our
experiments will perform tracking based on the location of
the storm centroid, but will also scan the surrounding area,
corresponding to the expected storm radius.

C. Storm-Tracking Application

In this section we describe a storm-tracking application.
Let xk be the true location of the storm centroid at time k
and let yk be noisy measurements of the location. A Kalman
filter [31] assumes that the true location at time k is a linear
function of the true location at time k−1 plus Gaussian noise,
and that the noisy measurements at time k are a linear function
of the true location at time k plus Gaussian noise. I.e.,

xk = Axk−1 + N [0,Qk] (6)

yk = Cxk + N [0,Rk] (7)

We now describe our Kalman filter model of the movement of
a storm centroid. We use xk = [x1, x2, x3, x4], where x1 is the
true x-location of the storm centroid, x2 is the true y-location,



x3 is the true x-velocity, and x4 is the true y-velocity. For the
noisy measurements, we use yk = [y1, y2], where y1 is the
measured x-location and y2 is the measured y-location. Then,

A =

⎡
⎣ 1 0 Δ 0

0 1 0 Δ
0 0 1 0
0 0 0 1

⎤
⎦ , C =

[
1 0 0 0
0 1 0 0

]

Q =

⎡
⎣ 0 0 0 0

0 0 0 0
0 0 q3 0
0 0 0 q4

⎤
⎦ , Rk =

[
r1 0
0 r2

]
k

We obtain the covariance matrix Q as follows. First, we
assume that the latitude and longitude noises are uncorrelated
and set the off-diagonal elements of Q to zero. We also
assume that there is no noise in the latitude and longitude
locations. We then compute the noise in the latitude and
longitude velocities from 39 existing storm tracks from the
National Severe Storms Laboratory courtesy of Kurt Hondl
and the WDSS-II software [32]. Each track is a series
of (latitude, longitude) coordinates. We first compute the
differences in latitude and longitude, and in time, between
successive pairs of points. We then fit the differences using
Gaussian distributions. Since the length of a latitude degree at
40◦ latitude equals 111.04 km and the length of a longitude
degree at 40◦ latitude equals 85.39 km, we obtain, in units
of km/hour, that the latitude velocity is ∼ N(9.1, 1268) and
that the longitude velocity is ∼ N(16.7, 836). For example,
the latitude velocity is on average 9.0 km/hr with one standard
deviation of

√
1268 = 35.6 km/hr. Working in seconds, we set

q3 = 0.0001 and q4 = 0.00006. While the process noise Q is
not a function of time k, the measurement noise Rk is, as it
depends both on the radar scan strategy at time k, and on the
delay given by αk + βk. Thus, at time k, we compute σz as
in Equation (5) and set r1 = r2 = σ2

z .
We use the Kalman filter parameters just described in the

tracking algorithm used in Section V. As the system is not
directly observable, it can be difficult to exactly obtain the
covariance matrices in practice. Consequently, to parameterize
the Kalman filter used to generate the trajectory of the storm
centroid, we use the same parameters as the Kalman filter used
for tracking, but we perturb the covariance matrices as follows.

Q =

⎡
⎣ 1 0 0 0

0 1 0 0
0 0 q3 0
0 0 0 q4

⎤
⎦ , Rk =

[
5r1 0
0 5r2

]
k

We now describe the storm-tracking application. Assume
that the radar is located at the origin, that the radar radius is
40km (e.g., as with the CASA radars [4]), and that the radar
stops tracking a storm when it exits the radar’s footprint. We
represent a storm as a circle with a 3km radius based on work
by [33] on storm cells which gives 2.83km as “the radius
from the cell center within which the intensity is greater than
e−1 of the cell center intensity”; the initial location of the
storm centroid is chosen randomly and subsequent movement
is governed by Equation 6. To compute the measured location
of the storm centroid, yk, we use Equation 7, using Δ−αk−βk

and the procedure described earlier to obtain the parameters
for the covariance matrix Rk. To compute the estimated
true location x̂k from yk, and to compute the predicted true
location x̂−

k+1 and covariance matrix P−
k+1, we use the filtering

equations, e.g., see [31]. To compute the area that contains
x̂−

k+1 with 99% confidence, we use its covariance matrix
P−

k+1. The 99% confidence area is an ellipse centered at
the point (x̂1

k+1, x̂
2
k+1) whose semi-axes are given by the

submatrix P−
k+1[1, 2; 1, 2]. x̂1

k+1 and x̂2
k+1 are, respectively,

the x- and y-locations of the storm centroid and are the first
two components of the vector x̂k+1. To account for the storm
radius, we expand the confidence ellipse by 3km (since the
ellipse gives the area in which the storm centroid will be found
99% of the time, but does not include the storm radius). We
compute the radar’s next scan sector to be the smallest scan
angle that covers the expanded confidence ellipse. The radar
then scans this sector for Δ−αk+1−βk+1 seconds during the
next update interval; the radar scans 360◦ initially, whenever
the true location lies outside of the scanned area, and when
αk + βk ≥ Δ.

V. SIMULATION RESULTS

In this section, we use the models described in Section IV
to investigate the value of prioritizing sensor control over data
in our illustrative closed-loop meteorological sensing network.
We first examine the effect of prioritizing sensor control on
data quantity and quality, and then examine the effect on
tracking-application performance.

A. Simulation Set-up

1) Delayed Packets: To obtain the control-loop delays we
use the ns-2 simulator [29]. We set the queue size to be large
enough that no packets are dropped. The data delay is the delay
incurred by the last packet that is processed at the bottleneck
node by the start of each update interval. The corresponding
control delay is the delay of the associated sensor control
packet for that update interval. Based on experimental results
from the CASA radar testbed, we use λc

λc+λd
= 0.0005 and

Δ = 30 sec, setting λc = 1
30 pkts/sec and λd = 2000

30 pkts/sec.
We also use Δ = {5, 15} sec, setting λc = 1

Δ pkts/sec while
leaving λd unchanged; such Δs are feasible for a phased array
radar [34]. For the “other” traffic, we set λo = 2000

30 pkts/sec,
with λ1 = pλo and λ2 = (1 − p)λo, for p = {0.5, 0.2, 0.05}.
We set the transition rates r1 and r2 for the Markov modulated
Poisson process to each be 1.0 sec on average. Computing the
index of dispersion (idx), see [28],

idx = 1 +
2(λ1 − λ2)2r1r2

(r1 + r2)2(λ1r2 + λ2r1)
(8)

shows that our parameters consider idx ≈ {1, 25, 55}. idx = 1
corresponds to a Poisson process while larger values corre-
spond to increased traffic burstiness. Finally, since λc + λd +
λo ≈ 133.37 pkts/sec we set μ = 148.5 pkts/sec achieving
a load of about 0.90. Even with (λc+λd+λo)

μ < 1, however,
the bursty “other” traffic introduces temporary overload con-
ditions. Using this network model, for each parameter setting,
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Fig. 5. CDFs of the measured αk + βk delays.

we perform 10 simulation runs, of 100,000 sec each. This
gives, for instance, 20,000 update intervals per run for Δ = 5
sec. For each run we obtain a time-varying series of αk + βk

delays. Figure 5 shows the delay distributions for Δ = 30
sec; we plot the data from all runs to obtain the CDF for
each scheduling mechanism and idx pair. Although not shown,
we also find that on average, the αk + βk delay for priority
scheduling is about half that of FIFO, regardless of Δ (we
observe a maximum average delay of ∼ 0.9 sec for FIFO with
Δ = 5 sec and idx = 55). While we expect that increasing
λo will increase the αk + βk delays, recall from Section III
that prioritizing sensor control has a percentage gain of at
most βk/(Δ− αk − βk) more time over FIFO. Consequently
the relative performance gain of priority over FIFO should be
bounded regardless of λo.

2) Dropped Packets: To model packet drops only, we
compare the worst-case (all sensor control dropped) and best-
case (no sensor control dropped) scenarios. We assume that the
sensor control packets always tell the radar to scan 45◦ and two
elevation angles within that sector (i.e., the smallest sector that
would be scanned by the CASA radars, and correspondingly,
the highest quality data that would be obtained). Consequently
N45 samples per voxel would be collected in the specified 45◦

sector. As a result of overload, we assume that a fraction ploss

of packets are lost. For both FIFO and priority scheduling,
a fraction of the data samples will be lost. Additionally for
FIFO, however, since we assume the worst case, all sensor
control packets will be lost, and the radars will always use the
default strategy of scanning 360◦ and all six elevation angles
(i.e., the largest volume of space that the CASA radars would
scan), collecting N360 samples per voxel.

B. Data Quantity and Quality

Effect of Packet Delays on Number of Voxels Scanned:
Plugging the delays generated from ns-2 into Equation 2,
Figure 6(a) shows the number of times more voxels scanned
under priority scheduling than under FIFO. Figure 6(a) shows
that as Δ decreases and burstiness increases, the benefits of
prioritizing increase: for Δ = 5 sec and idx = 55, priority
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Fig. 6. (a) Number of times more voxels V scanned under priority scheduling
than under FIFO; 95% bootstrap confidence intervals over 10 simulation runs
are shown. (b) CDFs of the number of pulses, N . (c) CDFs of the normalized
number of pulses. (d) CDFs of the normalized reflectivity standard deviation.
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scheduling scans about 1.15 times as many voxels as FIFO.
Effect of Packet Delays on Reflectivity Standard Deviation:

Plugging the delays generated from ns-2 into Equation 3,
for δθ = 360◦ we obtain a time-varying series of Ns. The
empirical CDFs for N are shown in Figure 6(b), using the
data from all 10 runs for each CDF: we see that FIFO and
priority each achieve about 6× as many pulses for Δ = 30 sec
as for Δ = 5 sec and that the total number of pulses gained
over FIFO from using priority is independent of Δ. Figure
6(c) plots the ratio of each FIFO CDF in Figure 6(b) with
that of the corresponding priority CDF. Figure 6(c) shows that
for idx = 1 or Δ = 30 sec, FIFO achieves at least 90% as
many pulses as priority, more than 95% of the time. Only for
idx = 55 and Δ = 5 sec (very bursty traffic and a small update
interval), does FIFO perform significantly worse (achieving
∼ 80% as many pulses as priority ∼ 80% of the time).

Plugging the time-varying series of Ns into Equation 4, we
obtain the corresponding series of reflectivity standard devia-
tion σr values. Figure 6(d) plots the ratio of each priority σr

CDF with that of the corresponding FIFO σr CDF, again using
the data from all runs. Due to the 1/

√
N behavior in Equation

4, Figure 6(d) shows that the gains in N from prioritizing
sensor control are diminished: e.g., now for idx = 55 and
Δ = 5 sec, priority scheduling has at least 90% as much
uncertainty as FIFO about 90% of the time. To summarize,
Figures 5 and 6 show while the αk + βk delays for priority
scheduling are about half of those for FIFO, these gains do
not translate into equivalent % gains in N or σr, and the gains
are greater for smaller Δs and more overloaded links.

Effect of Packet Drops on Reflectivity Standard Deviation:
From our simulation setup for dropped packets, FIFO will
have N ′ = N360 × (1−ploss) data samples per scanned voxel
reach the control center while priority will have N ′ = N45 ×
(1 − ploss) data samples per scanned voxel reach the control
center. From [30] we use N360 = 750 and N45 = N360 × 3×
8 = 18000. Figure 7 plots the reflectivity standard deviation
when N ′ samples reach the control center (i.e., there is loss),
normalized by the reflectivity standard deviation when N45

samples reach the control center (i.e., there is no loss). We
assume that the network delivers packets at its capacity and
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Fig. 8. RMSE from tracking application. Boxplots are over 10 runs. Boxes
show the median and first and third quartiles; +’s indicate outliers, i.e., data
values more than 1.5 times greater (smaller) than the third (first) quartile.

that traffic beyond network capacity is lost. Hence, N ′ = N45

for both FIFO and priority when arrivals are less than capacity;
when arrivals exceed capacity, N ′ = N360 × (1 − ploss) for
FIFO and N ′ = N45× (1−ploss) for priority. Figure 7 shows
that as the system goes into overload, σr degrades gracefully
for priority scheduling, as the offered load increases (i.e., the
fraction of lost data samples increases). These results show
that by prioritizing sensor control, the sensing system is robust
to network overload conditions, and suggest that in times of
congestion, it is preferable for the end-to-end data transfer
protocol to ignore lost data samples, rather than adopting an
ARQ protocol for retransmission, that would then increase the
data delays to RTT timescales.

C. Performance of Storm-Tracking Application

Effect of Packet Delays on Tracking Error: We plug the
delays generated from ns-2 into the tracking application in
Section IV-D. At each control update we compute the next
scan sector. Figure 8 shows the RMSE under FIFO relative to
that of priority. The RMSE is computed over the differences
between the true, xk, and estimated true, x̂k, locations of
the storm centroid. As Δ decreases and burstiness increases,
Figure 8 shows that the benefits of prioritizing increase: for
Δ = 5 sec and idx = 55, FIFO has a median of about 1.06
times the RMSE of priority scheduling. We also see some
outliers: e.g., for Δ = 5 sec and idx = 55, when FIFO has
about 4.17 times the RMSE of priority. For this outlier run,
the average scan angle was about 56◦ while for the other 9
runs, the average scan angle ranged from 36◦ to 46◦. Hence,
once the scan angle (and consequently the measurement noise)
is sufficiently large, the Kalman filter less effectively filters
out the noise when estimating the true location. As it is not
possible by prioritizing sensor control to gain even 4x more
data (let alone 4x better reflectivity standard deviation) within
a single update interval, then at least some of the outliers are



due to errors accumulating over multiple intervals. Thus, for
tracking, it is possible for per-interval performance gains or
losses to accumulate across multiple update intervals, unlike
with the voxel and reflectivity standard deviation metrics.

VI. CONCLUSIONS

In this paper, we examined the value of prioritizing sensor
control traffic over data traffic in closed-loop sensor networks.
Our results show that during times of network congestion,
prioritizing sensor control gives more data, better quality
data, and better application-level performance than does FIFO
scheduling of both sensor control and data packets. There are
several directions for future work. It would be interesting to
see whether other sensor network applications, besides track-
ing, have performance metrics for which gains can accumulate
across multiple decision epochs. While this work assumed that
each sensed value is equally valuable, in practice, sensed data
from areas of interest, such as areas of high reflectivity in the
meteorological application, are likely to be more important
to a sensing application, e.g., see [35]. These data values
could be handled at higher priority, while other data values
could be transmitted at lower priority or discarded in times
of congestion. The more general challenge is to define an
overall architecture for pushing application-level performance
considerations down into the lower layers of the system stack
in an application-independent manner.
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